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Notice
While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves
the right to make changes and corrections to the information in this
document without the obligation to notify any person or organization
of such changes.
Documentation disclaimer
“Documentation” means information published in varying mediums
which may include product information, operating instructions and
performance specifications that are generally made available to users
of products. Documentation does not include marketing materials.
Avaya shall not be responsible for any modifications, additions, or
deletions to the original published version of Documentation unless
such modifications, additions, or deletions were performed by or on
the express behalf of Avaya. End User agrees to indemnify and hold
harmless Avaya, Avaya's agents, servants and employees against all
claims, lawsuits, demands and judgments arising out of, or in
connection with, subsequent modifications, additions or deletions to
this documentation, to the extent made by End User.
Link disclaimer
Avaya is not responsible for the contents or reliability of any linked
websites referenced within this site or Documentation provided by
Avaya. Avaya is not responsible for the accuracy of any information,
statement or content provided on these sites and does not
necessarily endorse the products, services, or information described
or offered within them. Avaya does not guarantee that these links will
work all the time and has no control over the availability of the linked
pages.
Warranty
Avaya provides a limited warranty on Avaya hardware and software.
Refer to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language, as well as
information regarding support for this product while under warranty is
available to Avaya customers and other parties through the Avaya
Support website: https://support.avaya.com/helpcenter/
getGenericDetails?detailId=C20091120112456651010 under the link
“Warranty & Product Lifecycle” or such successor site as designated
by Avaya. Please note that if You acquired the product(s) from an
authorized Avaya Channel Partner outside of the United States and
Canada, the warranty is provided to You by said Avaya Channel
Partner and not by Avaya.
“Hosted Service” means an Avaya hosted service subscription that
You acquire from either Avaya or an authorized Avaya Channel
Partner (as applicable) and which is described further in Hosted SAS
or other service description documentation regarding the applicable
hosted service. If You purchase a Hosted Service subscription, the
foregoing limited warranty may not apply but You may be entitled to
support services in connection with the Hosted Service as described
further in your service description documents for the applicable
Hosted Service. Contact Avaya or Avaya Channel Partner (as
applicable) for more information.
Hosted Service
THE FOLLOWING APPLIES ONLY IF YOU PURCHASE AN AVAYA
HOSTED SERVICE SUBSCRIPTION FROM AVAYA OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE), THE TERMS OF USE
FOR HOSTED SERVICES ARE AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO UNDER
THE LINK “Avaya Terms of Use for Hosted Services” OR SUCH
SUCCESSOR SITE AS DESIGNATED BY AVAYA, AND ARE
APPLICABLE TO ANYONE WHO ACCESSES OR USES THE
HOSTED SERVICE. BY ACCESSING OR USING THE HOSTED
SERVICE, OR AUTHORIZING OTHERS TO DO SO, YOU, ON
BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
DOING SO (HEREINAFTER REFERRED TO INTERCHANGEABLY
AS “YOU” AND “END USER”), AGREE TO THE TERMS OF USE. IF
YOU ARE ACCEPTING THE TERMS OF USE ON BEHALF A
COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT THAT
YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS OF USE. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF

YOU DO NOT WISH TO ACCEPT THESE TERMS OF USE, YOU
MUST NOT ACCESS OR USE THE HOSTED SERVICE OR
AUTHORIZE ANYONE TO ACCESS OR USE THE HOSTED
SERVICE.
Licenses
THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTPS://SUPPORT.AVAYA.COM/LICENSEINFO,
UNDER THE LINK “AVAYA SOFTWARE LICENSE TERMS (Avaya
Products)” OR SUCH SUCCESSOR SITE AS DESIGNATED BY
AVAYA, ARE APPLICABLE TO ANYONE WHO DOWNLOADS,
USES AND/OR INSTALLS AVAYA SOFTWARE, PURCHASED
FROM AVAYA INC., ANY AVAYA AFFILIATE, OR AN AVAYA
CHANNEL PARTNER (AS APPLICABLE) UNDER A COMMERCIAL
AGREEMENT WITH AVAYA OR AN AVAYA CHANNEL PARTNER.
UNLESS OTHERWISE AGREED TO BY AVAYA IN WRITING,
AVAYA DOES NOT EXTEND THIS LICENSE IF THE SOFTWARE
WAS OBTAINED FROM ANYONE OTHER THAN AVAYA, AN AVAYA
AFFILIATE OR AN AVAYA CHANNEL PARTNER; AVAYA
RESERVES THE RIGHT TO TAKE LEGAL ACTION AGAINST YOU
AND ANYONE ELSE USING OR SELLING THE SOFTWARE
WITHOUT A LICENSE. BY INSTALLING, DOWNLOADING OR
USING THE SOFTWARE, OR AUTHORIZING OTHERS TO DO SO,
YOU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM
YOU ARE INSTALLING, DOWNLOADING OR USING THE
SOFTWARE (HEREINAFTER REFERRED TO
INTERCHANGEABLY AS “YOU” AND “END USER”), AGREE TO
THESE TERMS AND CONDITIONS AND CREATE A BINDING
CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
Avaya grants You a license within the scope of the license types
described below, with the exception of Heritage Nortel Software, for
which the scope of the license is detailed below. Where the order
documentation does not expressly identify a license type, the
applicable license will be a Designated System License. The
applicable number of licenses and units of capacity for which the
license is granted will be one (1), unless a different number of
licenses or units of capacity is specified in the documentation or other
materials available to You. “Software” means computer programs in
object code, provided by Avaya or an Avaya Channel Partner,
whether as stand-alone products, pre-installed on hardware products,
and any upgrades, updates, patches, bug fixes, or modified versions
thereto. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that
hosts a software application to be accessed by multiple users.
“Instance” means a single copy of the Software executing at a
particular time: (i) on one physical machine; or (ii) on one deployed
software virtual machine (“VM”) or similar deployment.
License types
Concurrent User License (CU). End User may install and use the
Software on multiple Designated Processors or one or more Servers,
so long as only the licensed number of Units are accessing and using
the Software at any given time. A “Unit” means the unit on which
Avaya, at its sole discretion, bases the pricing of its licenses and can
be, without limitation, an agent, port or user, an e-mail or voice mail
account in the name of a person or corporate function (e.g.,
webmaster or helpdesk), or a directory entry in the administrative
database utilized by the Software that permits one user to interface
with the Software. Units may be linked to a specific, identified Server
or an Instance of the Software.
Heritage Nortel Software
“Heritage Nortel Software” means the software that was acquired by
Avaya as part of its purchase of the Nortel Enterprise Solutions
Business in December 2009. The Heritage Nortel Software is the
software contained within the list of Heritage Nortel Products located
at https://support.avaya.com/LicenseInfo under the link “Heritage
Nortel Products” or such successor site as designated by Avaya. For
Heritage Nortel Software, Avaya grants Customer a license to use
Heritage Nortel Software provided hereunder solely to the extent of
the authorized activation or authorized usage level, solely for the
purpose specified in the Documentation, and solely as embedded in,
for execution on, or for communication with Avaya equipment.
Charges for Heritage Nortel Software may be based on extent of
activation or use authorized as specified in an order or invoice.
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Copyright
Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, Hosted Service,
or hardware provided by Avaya. All content on this site, the
documentation, Hosted Service, and the product provided by Avaya
including the selection, arrangement and design of the content is
owned either by Avaya or its licensors and is protected by copyright
and other intellectual property laws including the sui generis rights
relating to the protection of databases. You may not modify, copy,
reproduce, republish, upload, post, transmit or distribute in any way
any content, in whole or in part, including any code and software
unless expressly authorized by Avaya. Unauthorized reproduction,
transmission, dissemination, storage, and or use without the express
written consent of Avaya can be a criminal, as well as a civil offense
under the applicable law.
Virtualization
The following applies if the product is deployed on a virtual machine.
Each product has its own ordering code and license types. Note that
each Instance of a product must be separately licensed and ordered.
For example, if the end user customer or Avaya Channel Partner
would like to install two Instances of the same type of products, then
two products of that type must be ordered.
Third Party Components
“Third Party Components” mean certain software programs or
portions thereof included in the Software or Hosted Service may
contain software (including open source software) distributed under
third party agreements (“Third Party Components”), which contain
terms regarding the rights to use certain portions of the Software
(“Third Party Terms”). As required, information regarding distributed
Linux OS source code (for those products that have distributed Linux
OS source code) and identifying the copyright holders of the Third
Party Components and the Third Party Terms that apply is available
in the products, Documentation or on Avaya’s website at: https://
support.avaya.com/Copyright or such successor site as designated
by Avaya. The open source software license terms provided as Third
Party Terms are consistent with the license rights granted in these
Software License Terms, and may contain additional rights benefiting
You, such as modification and distribution of the open source
software. The Third Party Terms shall take precedence over these
Software License Terms, solely with respect to the applicable Third
Party Components to the extent that these Software License Terms
impose greater restrictions on You than the applicable Third Party
Terms.
The following applies only if the H.264 (AVC) codec is distributed with
the product. THIS PRODUCT IS LICENSED UNDER THE AVC
PATENT PORTFOLIO LICENSE FOR THE PERSONAL USE OF A
CONSUMER OR OTHER USES IN WHICH IT DOES NOT RECEIVE
REMUNERATION TO (i) ENCODE VIDEO IN COMPLIANCE WITH
THE AVC STANDARD (“AVC VIDEO”) AND/OR (ii) DECODE AVC
VIDEO THAT WAS ENCODED BY A CONSUMER ENGAGED IN A
PERSONAL ACTIVITY AND/OR WAS OBTAINED FROM A VIDEO
PROVIDER LICENSED TO PROVIDE AVC VIDEO. NO LICENSE IS
GRANTED OR SHALL BE IMPLIED FOR ANY OTHER USE.
ADDITIONAL INFORMATION MAY BE OBTAINED FROM MPEG LA,
L.L.C. SEE HTTP://WWW.MPEGLA.COM.
Service Provider
THE FOLLOWING APPLIES TO AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS OR SERVICES. THE PRODUCT
OR HOSTED SERVICE MAY USE THIRD PARTY COMPONENTS
SUBJECT TO THIRD PARTY TERMS AND REQUIRE A SERVICE
PROVIDER TO BE INDEPENDENTLY LICENSED DIRECTLY FROM
THE THIRD PARTY SUPPLIER. AN AVAYA CHANNEL PARTNER’S
HOSTING OF AVAYA PRODUCTS MUST BE AUTHORIZED IN
WRITING BY AVAYA AND IF THOSE HOSTED PRODUCTS USE
OR EMBED CERTAIN THIRD PARTY SOFTWARE, INCLUDING
BUT NOT LIMITED TO MICROSOFT SOFTWARE OR CODECS,
THE AVAYA CHANNEL PARTNER IS REQUIRED TO
INDEPENDENTLY OBTAIN ANY APPLICABLE LICENSE
AGREEMENTS, AT THE AVAYA CHANNEL PARTNER’S EXPENSE,
DIRECTLY FROM THE APPLICABLE THIRD PARTY SUPPLIER.
WITH RESPECT TO CODECS, IF THE AVAYA CHANNEL
PARTNER IS HOSTING ANY PRODUCTS THAT USE OR EMBED
THE G.729 CODEC, H.264 CODEC, OR H.265 CODEC, THE
AVAYA CHANNEL PARTNER ACKNOWLEDGES AND AGREES

THE AVAYA CHANNEL PARTNER IS RESPONSIBLE FOR ANY
AND ALL RELATED FEES AND/OR ROYALTIES. THE G.729
CODEC IS LICENSED BY SIPRO LAB TELECOM INC. SEE 
WWW.SIPRO.COM/CONTACT.HTML. THE H.264 (AVC) CODEC IS
LICENSED UNDER THE AVC PATENT PORTFOLIO LICENSE FOR
THE PERSONAL USE OF A CONSUMER OR OTHER USES IN
WHICH IT DOES NOT RECEIVE REMUNERATION TO: (I) ENCODE
VIDEO IN COMPLIANCE WITH THE AVC STANDARD (“AVC
VIDEO”) AND/OR (II) DECODE AVC VIDEO THAT WAS ENCODED
BY A CONSUMER ENGAGED IN A PERSONAL ACTIVITY AND/OR
WAS OBTAINED FROM A VIDEO PROVIDER LICENSED TO
PROVIDE AVC VIDEO. NO LICENSE IS GRANTED OR SHALL BE
IMPLIED FOR ANY OTHER USE. ADDITIONAL INFORMATION
FOR H.264 (AVC) AND H.265 (HEVC) CODECS MAY BE
OBTAINED FROM MPEG LA, L.L.C. SEE HTTP://
WWW.MPEGLA.COM.
Compliance with Laws
You acknowledge and agree that it is Your responsibility for
complying with any applicable laws and regulations, including, but not
limited to laws and regulations related to call recording, data privacy,
intellectual property, trade secret, fraud, and music performance
rights, in the country or territory where the Avaya product is used.
Preventing Toll Fraud
“Toll Fraud” is the unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there can be a risk of Toll Fraud
associated with your system and that, if Toll Fraud occurs, it can
result in substantial additional charges for your telecommunications
services.
Avaya Toll Fraud intervention
If You suspect that You are being victimized by Toll Fraud and You
need technical assistance or support, call Technical Service Center
Toll Fraud Intervention Hotline at +1-800-643-2353 for the United
States and Canada. For additional support telephone numbers, see
the Avaya Support website: https://support.avaya.com or such
successor site as designated by Avaya.
Security Vulnerabilities
Information about Avaya’s security support policies can be found in
the Security Policies and Support section of https://
support.avaya.com/security.
Suspected Avaya product security vulnerabilities are handled per the
Avaya Product Security Support Flow (https://
support.avaya.com/css/P8/documents/100161515).
Downloading Documentation
For the most current versions of Documentation, see the Avaya
Support website: https://support.avaya.com, or such successor site
as designated by Avaya.
Contact Avaya Support
See the Avaya Support website: https://support.avaya.com for
product or Hosted Service notices and articles, or to report a problem
with your Avaya product or Hosted Service. For a list of support
telephone numbers and contact addresses, go to the Avaya Support
website: https://support.avaya.com (or such successor site as
designated by Avaya), scroll to the bottom of the page, and select
Contact Avaya Support.
Trademarks
The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation, Hosted Service(s), and product(s) provided
by Avaya are the registered or unregistered Marks of Avaya, its
affiliates, its licensors, its suppliers, or other third parties. Users are
not permitted to use such Marks without prior written consent from
Avaya or such third party which may own the Mark. Nothing
contained in this site, the Documentation, Hosted Service(s) and
product(s) should be construed as granting, by implication, estoppel,
or otherwise, any license or right in and to the Marks without the
express written permission of Avaya or the applicable third party.
Avaya is a registered trademark of Avaya Inc.
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All non-Avaya trademarks are the property of their respective owners.
Linux® is the registered trademark of Linus Torvalds in the U.S. and
other countries.
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Chapter 1: Introduction

Purpose
This document describes how to set up and manage IP Office Contact Center using the web-
based administration portal.

Note:

The online help version of this document in the IP Office Contact Center build might not be the
latest version. Obtain the final version from http://support.avaya.com/. For information about
finding documents, see Finding documents on the Avaya Support website on page 52.

Change history

Issue Date Summary of changes
Release
10.1,
Issue 1

May 2017 • Added a note in the “Introduction” chapter indicating that the latest
version of this document is available at http://support.avaya.com/.

• Added information about the privilege required to access the web
administration portal.

• Added additional information about backups and backup jobs.

• Added a procedure about restoring backups.

• Updated the Cloud information in Configuring centralized WebLM
licensing information in IP Office Contact Center on page 42.

Release
10.1.1,
Issue 2

October 2017 • Removed IP Office Contact Center User Interface for Chrome
Devices references. Other names for this interface include
“Chrome App” and “Chrome UI”. All of these references have been
removed.

• Minor rephrasing and section title changes throughout the
document.

• Updated the sections under Configuration Wizard on page 11.

• Reorganized the sections under Managing agents, groups, topics,
and profiles on page 26

Table continues…
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Issue Date Summary of changes
• Added information about Windows Sign On in Creating or editing

an agent on page 27.

• Reorganized the sections under Creating or editing a job on
page 34.

• Reorganized the sections under Managing backups on page 35.

• Updated watchdog information in Restoring a backup on page 36.

• Added Displayed licenses on page 43.

• Added additional information in Certificate management on
page 44.

• Added “Next steps” to Uploading certificates to the IP Office
Contact Center web administration portal on page 45.

• Updated the browser certificate configuration procedures under 
Web browser certificate configuration on page 46.

Release
10.1.2,
Issue 3

April 2018 • Updated Configuring topics and associated groups on page 17
with information about how a telephony topic is assigned and
indicated that topics can be mapped to agent groups.

• Updated the statement about topic and agent group mapping in 
Creating configuration zip files on page 23.

• Added a substep about the Break time allowed option in Creating
or editing a group on page 28.

• Added Downloading the IP Office Contact Center tunnel setup
file on page 39.

• Updated License requirements on page 43.

• Minor updates in the “Resources” chapter.

Introduction
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Chapter 2: IP Office Contact Center web
administration portal overview

The administration portal is a web-based application that is accessible to any user with the
Configuration privilege. This privilege can be enabled by navigating to Privileges > Agent
privileges and selecting the Configuration check box in the upper-left corner of the dialog box in
the IP Office Contact Center User Interface for Windows Configuration module.

The IP Office Contact Center server must be installed to use the administration portal. You can
perform the following tasks using the web administration portal:

• Perform configuration using the Configuration Wizard or by uploading a file.

• View general system and services information, license status, agent status, and performance
metrics from the Dashboard screen.

• Manage and monitor agents, groups, topics, and profiles.

• Manage certificates and configure license information.

• Download the IP Office Contact Center User Interface for Windows client, administration logs,
and archived emails.

• Configure backup jobs and manage backups.

Logging in to and out of the web administration portal
About this task
The default login credentials are the same as the administrator credentials.
When you log in for the first time, if certificates are not configured, you might receive an error
message in your browser. You can still log in to the web administration portal. After you log in, you
can configure certificates using the Configuration Wizard if setup is not yet completed. You can
also update certificates later using the information in Certificate management on page 44.

Procedure
• To log in, do the following:

1. In your browser, enter https://xxx.xxx.xxx:28443/Administration, where
xxx.xxx.xxx must be replaced with the host name or IP address of the IP Office
Contact Center server.

April 2018 Using the Avaya IP Office Contact Center Web Administration Portal 9
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Using the Avaya IP Office Contact Center Web Administration Portal


2. On the Login screen, enter your user name and password.

Note:

After three failed login attempts, you are locked out for a predefined time. You can
ask your administrator to reset your password to unlock your user ID. By default, the
lockout time is set to 60 seconds and you can attempt to log in 3 times before you
are locked out. The lockout time can be changed by an administrator in the IP Office
Contact Center User Interface for Windows Configuration module.

3. Click Login or press Enter.

• To log out, do the following:

1. Click Administrator at the top right of the screen.

2. In the pop-up menu, click Log out and confirm your selection when prompted.

IP Office Contact Center web administration portal overview
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Chapter 3: Configuration options

Using the web administration portal, you can configure IP Office Contact Center through the
Configuration Wizard or by uploading a configuration zip file.

Configuration Wizard
You can set up IP Office Contact Center using the Configuration Wizard in the web administration
portal. Using the Configuration Wizard, you can do the following:

• Configure telephony, email, and chat.
• Deploy licenses and certificates.
• Check TAPI and SIP connectivity.
• Set up users.
• Set up call flows and call prompts.
• Configure time off.

The following tabs are available in the Configuration Wizard:
• Welcome
• System
• Channels (only available if email, chat, or both are available)
• Users
• Call Flows
• Others

The Welcome tab helps you to gather the important data that you will need to complete the setup.
You must complete the mandatory information on each screen before you proceed to the next
screen. Use the Preview Configuration screen to verify your changes before applying them.

You can get help information by clicking  at the bottom of each screen.

Tip:

To download the PDF with help information in Mozilla Firefox, navigate to  > Options >
Applications and set Preview in Firefox for PDF files. For more information, see https://
support.mozilla.org/en-US/kb/change-firefox-behavior-when-open-file.
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For worksheets summarizing how to configure key fields in the Configuration Wizard, see the
appendix.

Related links
Configuration Wizard worksheets on page 55

Performing initial configuration in the Welcome tab
About this task
When the Configuration Wizard starts, the Welcome tab is displayed. The Welcome tab consists of
several screens. After you complete the information in all of these screens, you can proceed to the
next tab.

Procedure
On the Welcome to the IP Office Contact Center Wizard screen, do the following:

1. Specify the number of agents and supervisors.

You can use the  and  icons to increase or decrease the number.

2. In the Start Extension Number field, enter the first extension number in the range.

3. Specify the number of topics and profiles.

You can use the  and  icons to increase or decrease the number.

4. Specify whether you want to import data from IP Office by setting the switch to Yes or No.

If you set this to Yes, then the options for setting the number of agents and supervisors,
and the start extension number are disabled.

5. Specify whether you want to create multi channel users by setting the switch to Yes or No.

If you set this to No, then only telephony will be available. If you set this to Yes, then you
must use the switches under Select Multi Channels to enable email, chat, or both.

6. Click Next to proceed to the next screen in this tab.

Next steps
Review the information in the Confirmation screen.

Working with the Confirmation screen
Procedure

1. Review the list of information that you will need to configure IP Office Contact Center.

If you have missing information, then you can choose to log out from the Configuration
Wizard and restart the configuration later on.

2. (Optional) If you want to import users from a CSV file, then click Import CSV Users to
download the template.

Configuration options
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3. On the previous screen, if you imported data from IP Office, then select the check boxes to
confirm that the required configuration tasks on IP Office are complete.

4. (Optional) Click Previous to go back to the previous screen in this tab.

5. Click Next to proceed to the next screen in this tab.

Next steps
Configure certificates and licenses in the Install Certificates and Licenses screen.

Configuring certificates and licenses
Procedure

1. To upload a new certificate, select a .p12 or .pfx certificate file, provide the certificate
password, and click Apply.

You can view the details for your web server and SIP/TAPI certificates. If only the default
web server certificate is available, then you can click Skip and then click Yes to skip the
certificate configuration.

Note:

If you are using a web server certificate, you must also configure your web browser to
accept IP Office Contact Center certificates. For more information about managing
certificates, see Certificate management on page 44.

2. Click Upload Licenses to upload new licenses or click Show Licenses to view your
existing licenses.

If a license is not installed, then you can click Skip and then click Yes to skip the license
configuration.

To obtain licenses, you are directed to WebLM. Log in to WebLM to deploy licenses.

3. To configure centralized WebLM licensing information, complete the following data and
then click Apply.

If the data is pre-populated, you can still modify it if needed.

a. In WebLM address, enter the first part of the WebLM URL or location that comes
before the port number.

For example, oss.example.com.

b. In Port Number, enter 52233 for Cloud deployments and 8443 for CPE
deployments.

This is the WebLM port number.

c. In Powered by Avaya Cloud deployments, enter the WebLM Client ID generated by
OSS.

In CPE deployments, leave the Client ID blank.

4. (Optional) Click Previous to go back to the previous screen in this tab.
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Note:

If you click Previous after uploading a certificate, then the uploaded certificate will be
removed.

5. Click Next to proceed to the next tab.

Next steps
Complete the settings in the System tab.

Related links
License management on page 42
Certificate management on page 44

Performing system configuration
About this task
This procedure describes IP Office and IP Office Contact Center system configuration. Some
values are populated, but most of these values can be modified if required.

Note:
User names associated with an account cannot contain spaces.

Procedure
1. In IP Office Data, do the following:

a. If required, change the pre-populated IP Office Contact Center host name.
b. If required, change the pre-populated topic code prefix and start topic code.
c. In IP Office IP Address, select the IP address from the Discover IP Office primary list

or type it.

Discovery of IP Office is disabled in the Cloud environment.
d. If required, change the value for the IP Office service port.

The default value for Cloud and CPE deployments are 7070 and 8443. The service
port number for CPE with Server Edition must be 7070 or the value defined in the
Server Edition.

e. Type the IP Office Service User Name.

By default, this value is set to Administrator.
f. In IP Office Service Password, type your Web Services password.

In the Cloud environment, this information is automatically populated but can be
modified.

g. Click Test Connection.

The system checks the IP address, service port number, service user name, and
service password. If you enter incorrect or incomplete information, then the
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connection fails. If the connection is successful, then the IP Office system password
along with some of the fields in the IP Office Contact Center SIP Connection Setup
(CHAP Configuration) area are automatically populated based on the details
configured in IP Office. However, if the connection fails, then you must manually enter
this data.

2. In IP Office Contact Center SIP Connection Setup (CHAP Configuration), do the following:

a. If required, change the pre-populated local IP address, local signaling port, and DNS
server IP address values.

b. If required, change the pre-populated IP Office signaling port and SIP extension.

c. In SIP Password, type the password for the SIP extension assigned to IP Office
Contact Center in IP Office.

You can change the password if it is already populated. Only use numeric characters
for this password.

d. In SIP Domain, type the domain name, which must be the same as the domain name
in IP Office.

You can change the domain name if it is already populated. In the Cloud environment,
the SIP domain must be the public IP address for the IP Office instance.

e. From Transport Type, select TCP or TLS.

If the value for IP Office Signalling Port is already populated and you change the
transport type, then the default signalling port value will be set according to the
transport type.

f. (Optional) From Number of Channels, select 120 or 300.

The number of channels is set to 120 by default.

3. Click Save and then click Yes to confirm when prompted.

If you log out after the save operation, then after you log in, you must resume the
configuration after the System Configuration screen.

After your configuration data is successfully saved, the following occurs:

• All fields become read-only.

• IP Office and CHAP configuration information is updated in IP Office Contact Center.

• SIP and TAPI connectivity information is displayed.

Note:

In case of SIP connectivity failure, you can click Abort to delete all the saved
configuration information and restart from the first screen in the Configuration
Wizard. If you click Continue, then the fields will become read-only and then you
click Next to proceed to the next screen. If you leave the screen inactive for more
than 45 seconds, then the system configuration will automatically abort and the
Configuration Wizard will redirect you to the first screen.
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In case of TAPI connectivity failure, click OK and then click Next to proceed to the
next screen.

• The Previous and Save buttons are no longer visible.

4. To proceed to the next screen, click Next.
Next steps
Complete the settings in the Channels tab if email, chat, or both are enabled.

Configuring channels
About this task
Use this procedure to configure email and chat channels. You can only configure these channels if
you set email, chat, or both as multimedia channels.

Procedure
1. In Email domain, enter a valid domain name.

2. In Outgoing Email Configuration, do the following:

a. In Relay Host For Outgoing Email, enter the IP address of the relay host email
server.

b. Enter the relay host user name and password.
c. Select how you want to use TLS from the Use TLS drop-down menu.

Never is selected by default.
d. To use TLS, enter the TLS server host name.
e. Select Yes or No from the Verify Server Certificate drop-down menu.
f. Enter an SMTP greeting Identification.

For example: localhost.

g. Select a preferred mode to configure user authentication mechanism for outgoing
emails.

None is selected by default.
h. Enter the resend delay time in seconds.

If this option is set to 1800, then the system will try to resend an email when an error
occurs after 1800 seconds.

3. In Incoming Email configuration, do the following:

a. Select an incoming email protocol.

The port number is automatically set based on the protocol you select.
b. (Optional) If you selected IMAP4 as the email protocol, select an action to be

performed after emails are retrieved.
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The options are Move, Mark as read, and Delete.

If you select Moved, you must also specify a folder to which you want the emails to be
moved.

c. Select Yes or No from the Verify Server Certificate drop-down menu.

d. Specify your email server.

e. (Optional) Update the polling interval at which you want messages to be retrieved.

f. Click Next to configure chat functionality.

4. To configure chat, do the following:

a. Enter your chat server name.

b. Enter the XMPP host name.

c. Enter the XMPP domain.

If IP Office Server Edition has a chat server configured, then the default value for the
XMPP domain will be retrieved from Avaya one-X® Portal for IP Office.

5. (Optional) To view the previous screen, click Previous.

6. To proceed to the next screen, click Next.
Next steps
Complete the settings in the Users tab.

User configuration
Use the screens on this tab to configure groups, topics, profiles, and users.

Configuring topics and associated groups
About this task
When you configure a topic, you can also assign an agent group to it. Use this procedure to
configure topics and associated groups in the Topic Configuration screen. The number of
automatically generated topics are based on the number of topics provided on the Welcome to the
IP Office Contact Center Wizard screen. The operator topic, which is used in the operator task
flow, is hidden.

Note:
The email and chat task types are only enabled if you configured email and chat as
multimedia channels.

Procedure
1. On the Topic Configuration screen, click Add Topic to add a new topic.

Skip this step if you just want to modify the information for an existing topic.
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2. Configure the following information for the topic:

a. If required, update the name of the topic from the Topic Name column.
b. Select a group to assign to the topic from the Group Name column.

Only groups with an associated task type are avaliable in the list.

To add a new group or update an existing group, see Adding or editing groups on
page 18.

c. To enable telephony for the topic, select Enable Telephony.

The Telephony topic is assigned based on the topic code prefix and the start topic
code in the System Configuration screen. The Start Extension Number value that
you configured in the Welcome screen is used for the agent’s extension.

d. To enable email for the topic, select Enable Mailbox and then enter a mailbox
address, user name, and password for the mailbox.

e. To enable chat for the topic, select Enable Chat and then enter the chat address for
the topic.

3. (Optional) To delete a topic, click .

4. (Optional) Click Previous to view the previous screen.

5. Click Next to proceed to the next screen.

Next steps
If you need to add or update a group, see Adding or editing groups on page 18. After you finish
configuring topics and their associated groups, complete the settings in the Profile Configuration
screen.

Adding or editing groups
About this task
In the Topic Configuration screen, you can associate a group to a topic. Use this procedure to add
a new group or edit an existing group. By default, Group 1 is created and an Operator Group is
displayed in read-only format.

Procedure
1. Click Groups.

The Group Configuration window is displayed.

2. Do one of the following:

• To add a group, click Add Group and select the appropriate task type check boxes.

By default, Telephony is selected. You cannot remove a task type for an existing group if
the same task type is enabled for the associated topic.

• To rename a group, update the name from the Group Name column.
• To delete a group, click .

You cannot delete a group if the group is assigned to a topic.
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3. Click OK to exit the Group Configuration window.

Configuring profiles
About this task
Use this procedure to configure user profiles. The number of automatically-generated profiles is
based on the number of profiles provided on the Welcome to the IP Office Contact Center Wizard
screen. By default, an agent profile and a supervisor profile are created.

Procedure
1. To add a new profile, click Add Profile.

Skip this step if you just want to modify the information for an existing profile.

2. Configure the following information for the profile:

a. Enter a new profile name or modify the existing profile name.

b. To update the privilege settings for the profile, from the Privileges column, select
Agent, Supervisor, or Team Leader.

If you imported data from IP Office, then you must configure at least one profile name
with the agent privilege.

c. Select one or more groups to which you want to associate the profile from the Group
column.

Only groups with one or more associated task types can be selected. If you try to add
a group that is not associated with a topic, you will receive an error message.

3. (Optional) To delete a row, click .

4. (Optional) To view the previous screen, click Previous.

5. To proceed to the next screen, click Next.
Next steps
Complete the settings in the User Configuration screen.

Configuring users
About this task
The User screen enables you to configure IP Office Contact Center users. If you imported data
from IP Office, then the user data from IP Office is displayed on the screen with the default agent
profile assigned to it. You cannot edit fields, such as Name and Extension, or delete the user data
pulled from IP Office.

Procedure
1. (Optional) To import users from your .csv file, do the following:

a. Click Import CSV and navigate to the downloaded file.
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The Confirmation screen in the Welcome tab provided an option to download a
template for importing users. For more information, see Working with the Confirmation
screen on page 12.

b. Open the .csv file.

c. In the Preview of Import User window, click Import.

If the user profile name from the template has not been configured in the
Configuration Wizard, then the profile is associated with the first configured profile
name that has an agent privilege. However, if there is no configured profile with an
agent privilege, then the profile name is left blank after the import. In this case, you
must manually set the profile name for each imported user.

2. To add new users, complete the following information, and then click Add User.
a. In Number of Users, type the required number of users, which cannot exceed the

number of agent and supervisor licenses ordered.

b. From Profile Name, select a profile.

c. In Start Extension Number, type a phone extension number.

The starting extension number must be consistent with the IP Office dial plan. The
Configuration Wizard only creates users. Therefore, you must manually create the
associated extensions for the users in IP Office Manager. Ensure that these
extensions are not assigned for other purposes in IP Office.

3. After adding new users, complete the following information for each user:

a. In the Name column, type a name that you can use to identify each user.

You can choose to keep the name generated by the Configuration Wizard, and then
change it later.

Warning:

The name cannot exceed 15 characters, or it will be truncated, causing IP Office
and IP Office Contact Center name mismatches.

b. If telephony is enabled for the user, enter an extension.

c. If email is enabled for the user, enter a Reply-To and From address.

d. To change the profile assigned to a specific user, select the appropriate profile from
the Profile Name column.

For example, you can assign a supervisor profile to some users and keep the
standard agent profile assigned to other users.

You cannot delete a profile that is assigned to a user.

4. (Optional) To delete a row, click .

5. (Optional) To delete all existing users, click Delete All Users.

The Number of Users and Start Extension Number fields become blank and the
generated list of users is cleared.
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6. (Optional) To back go the previous screen, click Previous.

7. To proceed to the next screen, click Next.
Next steps
Complete the settings in the Call Flows tab.

Setting up call flows
About this task
Use this procedure to customize announcement or IVR scripts.

Procedure
1. On the Prompt Configuration screen, do one of the following:

• To listen to or preview an announcement or IVR script, click .

Note:

The  icon is disabled in Internet Explorer.
• To modify an announcement or IVR script, select a .wav file and upload it.

The format of the .wav file must be PCM 8.0 KHz 16 bit mono and the maximum upload
limit is 10 MB.

The default .wav file for the Welcome prompt depends on the number of topics
selected.

• To reset an announcement, click .

The button only becomes active after you modify a .wav file.

2. (Optional) Click Previous to go back to the previous screen.

Note:

If you click Previous after uploading a .wav file, then your file will be removed.

3. Click Next to proceed to the next screen.

Next steps
Complete the settings in the Time Offs tab.

Configuring time off
About this task
Use this procedure to configure a time off period. You can also configure a recurring time off. For
example, setting a recurrence is useful if you plan to take the same time off every year.
If you deleted all configured time off periods, then you can skip this tab.
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Procedure
1. To add a new time off period, click Add Time Off.
2. Enter the name of each holiday or vacation period.

3. Select one of the following recurrence options and set the start and end day, date, and time
accordingly:

• None: Set the start date, start time, end date, and end time.

• Daily: Set the start time and end time.

• Weekly: Set the start day, start time, end day, and end time.

• Yearly: Set the start date, start time, end date, and end time.

4. (Optional) To delete a row, click .

5. (Optional) To view the previous screen, click Previous.

6. To proceed to the next screen, click Next.
Next steps
Review your configuration changes in the Preview Configuration screen.

Previewing configuration changes
About this task
The Preview Configuration screen displays your configuration changes in a read-only format. After
you save the configuration, a background service moves the configured data into IP Office.

Procedure
1. Review your changes.

2. (Optional) Click Download Configuration PDF to download a PDF with your
configuration data.

3. Do one of the following:

• Click Previous to return to the previous screen and edit the information.

• To accept and save your changes, click Finish and then click Yes to confirm when
prompted.

4. After you save your changes, in the Confirmation dialog box, click OK to save your data in
the IP Office Contact Center database.

The system automatically logs you out and restarts the system.
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Configuration zip file
You can perform IP Office Contact Center provisioning with a Configuration zip file instead of the
Configuration Wizard. You must complete all required information in the Setup Spreadsheet,
generate the zip file and then upload the zip file to the Upload Configuration screen. The Upload
Configuration screen displays the Configuration file upload progress and the execution of log
details.

Creating configuration zip files
About this task
Use the following procedure to provision IP Office Contact Center using a Configuration file
instead of the Configuration Wizard in the administration portal. The Configuration zip file is
generated from an IP Office Contact Center Configuration Excel workbook on your system. The
configuration zip file consists of .sql and summary.txt files.

Before you begin
• Open the Configuration workbook in the .xltm format.

• Copy the .xltm file to the folder where the database DataImport.exe will be generated.

Procedure
1. Save the Excel workbook with an .xlsm extension.

2. In the View tab, click Macros.

The system activates the macros. If you cannot access macros, close and reopen the
workbook.

3. Complete the required details in the following worksheets:

• Base Data
• Chap
• Agentgroups
• Profiles
• Agents
• Job Codes
• Topics
• Topic-AG Assignement
• Time Off

Note:

Topic and agent group mapping must match the mapping in the task flow for the
telephony, email, and chat channels. For example, if you create a new topic with
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telephony, chat, and email enabled, this topic must be mapped to one or more agent
groups. You must also enable the appropriate channels (in this case, telephony, chat,
and email) in the agent group.

4. In the Data Import worksheet, click Create Data Import.

DataImport.exe and DataImport.zip files are created. The Log Messages tab
displays the information from the Excel workbook. The .zip file can be uploaded in Web
Administration portal to perform IP Office Contact Center configuration.

Uploading configuration files
Before you begin
Create a Configuration zip file.

Procedure
1. Navigate to Manage > Upload Configuration.

2. In the Upload Zip File field, click Select file.

3. Navigate to the file, and click Open.

4. Provide information in the following fields:

a. IP Office Service User Name
b. IP Office Service Password
c. IP Office System Password

All fields are mandatory, and passwords can consist of maximum 31 alphanumeric
characters.

Note:

If the IP Office Contact Center is deployed in a Cloud environment, the fields are
automatically populated in a read-only format. Otherwise, the fields are blank.

5. Click Apply.

The data is saved in the IP Office Contact Center database and the system is restarted.
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Chapter 4: Management and monitoring
operations

This chapter describes the dashboard you can use for monitoring as well as agent, group, topic, and
profile management. All of these options are available from the Manage menu, which is accessible
after you complete initial configuration using the Wizard or zip file.

Dashboard for monitoring
The web administration portal includes a dashboard, which you can access from the Manage
menu. The following table summarizes the type of information you can view with the dashboard:

Dashboard information Description
System information Provides physical memory, disk, and CPU usage, including what

you are using currently and how much you have left.

You can also see a list of other system details, including your
operating system, processor, speed, and cores.

IP Office information Displays the IP Office information you configured. This area also
shows failed and established connections, such as auto sync,
TAPI, and SIP connectivity.

Productivity parameters Displays pie charts for comparing agent productivity for
telephony, email, and chat. Productivity parameters are
displayed for the last month, the last week, and the last hour.

Signed on agents Indicates the number of agents currently signed in to the system.
You can also see how many agents have signed in to the
telephony, email, and chat channels.

If an administrator logs in to the system during a configured time
off period, then a “Time Off” link is displayed.

License status Indicates whether licenses are deployed and running properly.
View services Indicates which IP Office Contact Center services are running

and which ones are stopped. You can also start and stop
Watchdog services from this area.

Active task flow Displays the name of activated task flow.
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Managing agents, groups, topics, and profiles
Procedure

1. From the Manage menu, click one of the following:

• Agents
• Groups
• Topics
• Profiles

2. Use the information in the following subsections to:

• Search for an entry

• Copy an entry

• Delete one or more entries

• Create a new entry

• Edit an existing entry

Searching for an agent, group, topic, or profile
Procedure
In the Search field, enter a search term, such as the system name, telephone number, or email
address.

Copying an agent, group, profile, or topic
Procedure
Click  next to the entry that you want to copy.

Deleting one or more agents, groups, profiles, or topics
Procedure

• To delete an existing agent, group, profile, or topic, click  next to the entry.

• To delete multiple agents, groups, profiles, or topics, do the following:

1. Select the check box next to all the entries you want to delete.

2. Click Delete.

Management and monitoring operations

April 2018 Using the Avaya IP Office Contact Center Web Administration Portal 26
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Using the Avaya IP Office Contact Center Web Administration Portal


Creating or editing an agent, group, topic, or profile
Creating or editing an agent

Procedure
1. Do one of the following:

• To create a new agent, click + New.

• To edit an existing agent, click  next to the entry that you want to update.

2. In the General tab, do the following:

a. Enter the system name and login name for the agent.

b. From Predefined profile, select the appropriate profile.

You can only select a predefined profile that you have configured.

c. Use the switches to enable one or more of the available task types, which are
Telephony, Email, or Chat.

Important:

You can only enable a task type that is configured for the profile you selected. For
example, if the profile you selected has Telephony and Email enabled, then you
can enable these task types for the agent, but you cannot enable Chat for the
agent.

The Telephony, Email, and Chat tabs are only displayed if these task types are
enabled.

d. Use the switch to enable or disable Windows Sign On.

If you set this switch to Yes, then an agent can automatically sign on to the assigned
agent group using their Windows user account details.

e. Enter and confirm a new agent password.

The password must contain at least two of the following combinations:

• Upper case characters

• Lower case characters

• Number from 0 to 9

• Special characters

f. (Optional) Select a title for the agent.

The options are Ms. and Mr..
g. Enter the last name and first name of the agent.

h. (Optional) Enter the employee ID.
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i. (Optional) Enter the cost center for the agent.

j. From the available options, select a system language for the agent.

k. (Optional) Select a new avatar image for the agent.

The format of an avatar image must be .jpg or .png and the maximum upload limit
is 50KB. You can also use the Delete button to delete an existing agent avatar image.

3. If telephony is enabled, do the following in the Telephony tab:

a. Enter a telephony name.

b. Enter the call number.

c. Enter a PBX password and then confirm the password.

You can also view group assignments for the agent, but you cannot edit them in this tab.

4. If email is enabled, do the following in the Email tab:

a. Enter the mailbox address.

b. Enter a Reply-to and From email address.

You can also view group assignments for the agent, but you cannot edit them in this tab.

5. If chat is enabled for the agent, in the Chat tab, select an available welcome text script.

You can also view group assignments for the agent, but you cannot edit them in this tab.

6. When you are ready to save your changes, do one of the following:

• If you are creating a new agent, click Create.

• If you are editing an existing agent, click Update.

Creating or editing a group
Procedure

1. Do one of the following:

• To create a new group, click + New.

• To edit an existing group, click  next to the entry that you want to update.

2. In the General tab, do the following:

a. If you are adding a new group, enter the group name.

Important:

If you are editing an existing group, you cannot change the group name. This field
is greyed out and cannot be edited.

b. Enable the appropriate task types for the group.

The Telephony, Email, and Chat tabs are only displayed if these task types are
enabled.
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3. If telephony is enabled for the group, do the following in the Telephony tab:

a. Enter the queue factor.

The queue factor and the number of agents signed in to the group determine the size
of the group queue.

The maximum value for the queue factor is 50.5.

b. Enter the ring timeout in seconds.

This is the maximum ring time in seconds for the agent to accept the call. The value
you set must be higher than the No answer timeout value configured in IP Office.

The maximum ring timeout value you can set is 120 seconds.

c. In Sign Off Prevention (Number of Agents), specify the number of agents that must
be signed on to a group at a time.

Once this number is reached, additional agents cannot sign off from the group.

The maximum value you can set is 255.

d. (Optional) Set Break time allowed to Yes.

By default, this option is set to No. Set it to Yes if you want to allow agents to take
breaks during sign off prevention.

4. When you are ready to save your changes, do one of the following:

• If you are creating a new group, click Create.

• If you are editing an existing group, click Update.

You do not need to configure any information in the Email or Chat tabs.

You can view the agents assigned to the group in the Telephony, Email, and Chat tabs.
Each tab displays the assigned agents that are enabled for that task type.

Creating or editing a topic
Procedure

1. Do one of the following:

• To create a new topic, click + New.

• To edit an existing topic, click  next to the entry that you want to update.

2. In the General tab, do the following:

a. Use the switches to enable one or more of the available task types, which are
Telephony, Email, or Chat.

The Telephony, Email, and Chat tabs are only displayed if these task types are
enabled.

b. If you are adding a new topic, enter the topic name.

Managing agents, groups, topics, and profiles

April 2018 Using the Avaya IP Office Contact Center Web Administration Portal 29
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Using the Avaya IP Office Contact Center Web Administration Portal


Important:

If you are editing an existing topic, you cannot change the name of the topic. This
field is greyed out and cannot be edited.

c. Set the priority of the topic to a value between 0 to 100.

d. Specify whether you want to display the last topic by setting the switch to Yes or No.

If you set this switch to Yes, then the name of the last topic is displayed to the agent
for topic overflow and transfer.

e. Use the switch to enable the Task Service Factor (TSF), Accept Level, and Average
Waiting Time reporting values for routing of the selected topic.

f. Click Update when you are ready to save your changes.

3. If telephony is enabled, do the following in the Telephony tab:

a. Select the access code for the topic from the drop-down menu.

b. If you are adding a new topic, enter a post dial number.

The post dial number defines the extension length.

You cannot update this information if you are editing an existing topic. This field is
greyed out and cannot be edited.

c. Select a group from the Agent Groups drop-down menu.

d. Set the wrap up time for the topic in seconds.

e. Set the ring timeout in seconds.

This is the maximum ring time in seconds for the agent to accept the call.

f. Set the maximum reservation time.

This is the maximum amount of time available to connect a call to the topic.

g. Enter a value in the Phone Number Transmission field if required.

This value specifies the displayed number at the destination phone for outgoing
Automatic Call Distribution (ACD). By default, this field is empty.

h. From the Voicemail Pro Recording drop-down menu, select whether you want to use
automatic recording with Voicemail Pro.

The options are Never, Recording Type VRL, Recording Type VRLA, and Use
Mailbox number.

If you select Use Mailbox number, then you must enter the IP Office mailbox in the
new field that is displayed.

4. If email is enabled, do the following in the Email tab:

a. Enter an email address in the Email Address field.

b. Enter a Reply-to and From email address.
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c. Use the switch to enable or disable the Mailbox option.

This option displays the mailbox of a topic.

If you set this to Yes, then you must also select a protocol.

d. Set the maximum number of emails in the queue.

You can set the number between 100 to 5000.

e. Set the hour and minute values for the maximum time to accept an email.

f. Use the switch to enable or disable the Add Ticket ID in Subject option.

5. If chat is enabled, do the following in the Chat tab:

a. If you are adding a new topic, select the appropriate chat task server and domain.

Important:

If you are updating an existing topic, you cannot edit this information.

b. Enter or update the Jabber ID for the topic, which enables addressing for the agent on
the chat server.

c. Enter a new password or update your existing chat password.

If you are updating an existing topic and do not want to change the password, leave
the Password field blank.

6. When you are ready to save your changes, do one of the following:

• If you are creating a new topic, click Create.

• If you are editing an existing topic, click Update.

Creating or editing a profile
Procedure

1. Do one of the following:

• To create a new profile, click + New.

• To edit an existing profile, click  next to the entry that you want to update.

2. In the General tab, do the following:

a. Enter a profile name.

b. Use the switches to enable one or more of the available task types, which are
Telephony, Email, or Chat.

The Telephony, Email, and Chat tabs are only displayed if these task types are
enabled.

c. From Profile Privilege, select Agent, Team leader, Supervisor, Administrator, or a
user-defined privilege option for the profile.

The user-defined option only appears if it is enabled in the IP Office Contact Center
User Interface for Windows Configuration module.
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Team leaders have most of the same privileges as Supervisors, except for monitoring.

d. Enter topic, agent group, agent, telephony, and campaign authorization as described
in Authorization field descriptions on page 32.

3. In the Telephony, Email, and Chat tabs, select the groups to be assigned to an agent from
the Group assignment column.

You can also define a priority for each assigned group.

4. When you are ready to save your changes, do one of the following:

• If you are creating a new profile, click Create.

• If you are editing an existing profile, click Update.

Authorization field descriptions
The following table describes the authorization options that you can set for the user you are
configuring:

Authorization name Description
Topic Specifies the topics that a user can access.
Agent Group Specifies the groups that a user can access.
Agent Specifies the agents that a user can administer. The

user needs the Agent privilege to administer the
settings of the selected agents.

Telephony Specifies the extensions that a user can use.
Campaign Specifies the campaign that a user can edit and

view in the Dialer module.
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Chapter 5: Backup operations

From the Manage menu, you can perform the following backup operations:

• Add, edit, or search for a backup job.

• Manage backups.

Configuring backup jobs
About this task
You can configure up to two backup jobs at a time. A preconfigured daily backup job is available,
but it is disabled by default.

Procedure
Navigate to Manage > Configure Backup Jobs.

Use the following sections to create and manage jobs from the Configure Backup Jobs screen.
You can also search for a job using the Search field, or delete a new job you created.

Enabling or disabling a job
Procedure
In the Actions column to the right of the job, set the switch to:

• On: To enable the job.

• Off: To disable the job.

Note:

If you want to delete the job instead of disabling it, click .
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Creating or editing a job
Procedure

1. Do one of the following:

• Click + New Job to create a new job.

• To edit an existing job, from the Actions column, click .

2. Complete each area of the screen as described in the following subsections.

3. To save your changes, do one of the following:

• If you are creating a new backup job, click Create.

• If you are editing an existing backup job, click Update.

Next steps
In the screen that is displayed, complete the job details.

Providing basic job details
About this task
Use this procedure to complete the information in the Job Details area.

Procedure
Provide or update the following information:

• Job name

• Job description

• Database user name

• Database password

If you are editing an existing job, you only need to update the details that have changed.

Providing backup location details
About this task
Use this procedure to complete the information in the Backup Location area.

Procedure
1. From Backup Location Type, select one of the following:

• Local
• Network Share
• Cloud Storage
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Note:

To use the Cloud Storage option, you must set up Google Cloud SDK on IP Office
Contact Center.

2. Complete the appropriate information for the option you selected.

• You do not need to provide any additional details if you selected Local.
• If you selected Network Share, provide the shared network location path, user name

prefixed with the domain name, and password.

• If you selected Cloud Storage, provide the Google Cloud location path.

3. (Optional) If you selected Network Share or Cloud Storage, click Test Connection to
ensure that the details you entered are correct.

Providing job schedule details
About this task
Use this procedure to complete the information in the Job Schedule area. The information you
need to complete in this area varies depending on whether you are creating or editing a job.

Procedure
• If you are creating a new job, do one of the following:

- To create a backup job that executes immediately, set Execute Now to Yes.

- To set a specific start date and time for the job, select the appropriate date and time from
Start Date/Time.

• If you are editing an existing job, do the following:

1. Ensure Job Enabled is set to Yes to enable job execution.

2. Select the date and time when you want the job to be executed from Start Date/Time.

3. (Optional) If you want old backups to be deleted automatically, set Automatic Deletion
of Old Backups to On, and enter a value ranging between 2 to 100 in Maximum
Backup Limit.

Old backups are deleted when the maximum limit is reached.

Managing backups
About this task
You can view and manage the backups that are based on the jobs you have configured.

Before you begin
Configure backup jobs.

Managing backups

April 2018 Using the Avaya IP Office Contact Center Web Administration Portal 35
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Using the Avaya IP Office Contact Center Web Administration Portal


Procedure
1. Navigate to Manage > Manage Backups.

The screen displays the IP Office Contact Center backups that have been taken based on
the jobs you configured.

2. Use the following subsections to manage the backups that are displayed.

Searching for a backup
Procedure
Type the appropriate key words in Search.

Sorting backups
Procedure
Click one or more columns to sort the backups that are displayed.

For example, you can click the Backup Time column to rearrange the backup times displayed. You
can either view the newest or the oldest backups at the top of the list.

Changing the number of items listed on each page
Procedure
Select a number from Items per page at the bottom of the screen.

If the list of backups is more than one page long, use the arrows at the bottom of the screen to
navigate between pages.

Deleting a backup
Procedure

Select a backup and click .

Restoring a backup
About this task
Use this procedure to create a restore script for backups. For backups on the remote servers, you
must download and store the backups on the IP Office Contact Center server.
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Procedure
1. Navigate to Manage > Manage Backups.

The screen displays the IP Office Contact Center backups that have been taken based on
the jobs you configured.

2. If your backup is stored at a remote location, do the following to download the backup and
store it on the IP Office Contact Center server:

This step does not apply if your backup is stored on the IP Office Contact Center server.

a. Click .

b. If the backup location is Network Share, enter your login credentials when prompted.

c. Click Yes to start the download.

3. To create the restore script, do the following:

a. Choose a backup.

b. Click .

c. In the Confirmation dialog box, click Yes.

The system creates the restore script and displays the location of the created script files on
the server. An example of a location is C:\ipocc_restore .

4. Log in to the IP Office Contact Center server as an administrator and navigate to the
location of the created script files on the server.

The folder contains the IPOCC_RESTORE_COMMAND.bat and ipocc_restore.bat
batch files.

5. Manually stop Watchdog if it is running:

a. Click Manage > Dashboard.

b. In View Services, click .

c. In the View Services dialog box, click Stop.

Manually stopping watchdog ensures that no one is using databases when the script is
executed. Otherwise, you will lose data.

6. Do one of the following to run the script:

• Double-click IPOCC_RESTORE_COMMAND.bat.

• Enter IPOCC_RESTORE_COMMAND.bat in the Windows command prompt.

7. Provide the database credentials when prompted.

In the database credentials, set the user name to “Administrator”.

The system verifies these credentials before starting the restoration process. The
restoration does not start if:

• The database credentials are incorrect.
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• Any backup files are missing.

In case Watchdog is still running, the restore script stops it automatically. However, Avaya
recommends that you stop Watchdog manually as indicated in step 5 on page 37 before
running the script to avoid loosing the data.

Result
The restore script deletes all existing IP Office Contact Center databases, and then recreates and
restores them using the backup files. On completion, Watchdog will restart.
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Chapter 6: Download operations

You can download logs, email archives, and IP Office Contact Center User Interface for Windows
software from the Download menu in the administration portal. You can also delete log files and
search for email archives.

Downloading IP Office Contact Center software
About this task
From the administration portal, you can download the Contact Center User
Interface.msi installation package for the IP Office Contact Center User Interface for
Windows.

Procedure
1. In the administration portal, click Download > IP Office Contact Center Client.
2. In the dialog box, click Yes.

3. Click Save File to proceed with the software download.

Downloading the IP Office Contact Center tunnel setup file
About this task
The IP Office Contact Center User Interface for Windows can use a secure SSH tunnel to connect
to the IP Office Contact Center server from a remote network. The IP Office Contact Center tunnel
setup file is required to perform SSH tunnel configuration on the computer where the IP Office
Contact Center User Interface for Windowsis installed.

Before you begin
Before you can run the tunnel setup file, you must have .Net Framework 4.0 or higher.

Procedure
1. In the administration portal, click Download > IP Office Contact Center Tunnel Setup.

2. In the dialog box, click Yes.

3. Click Save file to proceed with the download.
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4. When the download is complete, run the tunnel setup file.

Note:

Before proceeding, you will be prompted to install .Net Framework 4.0 or higher if it is
not already installed. This can occur if you are using Windows 7, but with Windows 8
and later, .Net Framework 4.x is pre-installed. After .Net Framework is installed, repeat
this step to run the file.

After you run the file, the command line window with the IP Office Contact Center server
location prompt appears.

5. Enter the public IP address or FQDN of the IP Office Contact Center server and then press
Enter.

The IP Office Contact Center tunnel setup file will configure the IP Office Contact Center
SSH tunnel. For more information about starting the IP Office Contact Center User
Interface for Windows through SSH, see Addendum to Avaya IP Office Contact Center
Task Based Guides.

Downloading and deleting logs
About this task
Logs are archived for different applications running on an IP Office Contact Center server. You can
select one or more applications for which the log needs to be zipped, archived, and downloaded.
The selected application logs are collected on the IP Office Contact Center server. Each
application log folder is converted to a single zip file and then archived and downloaded to your
computer.
You can also delete rollover log files, which are created when the files reach the maximum file
size.

Procedure
1. In the administration portal, click Download > IP Office Contact Center Logs.

The screen displays the log folders that you can select. The size for each option is also
displayed.

2. To download logs from the IP Office Contact Center server:

a. Download all logs or select specific logs to download.
b. Click Download Selected and confirm your selection if prompted.

3. To delete rollover log files from the IP Office Contact Center server:

a. Select the log folders from which you want to delete logs.
b. Click Delete Selected and confirm your selection if prompted.

You receive a message confirming whether the logs were successfully deleted. Logs are
not deleted if there are no rollover log files available in the selected folders.
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Downloading email archives
About this task
You can configure emails that are marked as “Complete” to be archived after a certain period of
time. The Email Exporter component moves archived emails into a zip file stored on the IP Office
Contact Center server. You can download zip files with archived emails from the web
administration portal.

Procedure
1. In the administration portal, click Download > Archived Emails.

The screen displays the available archived zip files and the details for each. If no archived
files are available, the screen displays an error message.

2. To search for a specific archived file:

a. Click Search Archived Files.

b. Type key words for the search.

3. To download a file, click .
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Chapter 7: License and certificate settings

From the Settings menu in the administration portal, you can:

• Upload certificates and view certificate details.

• Configure license information.

License management
Use WebLM to track and manage licenses. You must have a license file from the Product
Licensing and Delivery System (PLDS) website at https://plds.avaya.com.
In the IP Office Contact Center web-based administration portal, you can update your WebLM
location information in Settings > License. You can access this option in both Cloud and CPE
environments.
As a Business Partner deploying the Powered by Avaya Cloud solution, you must:

• Populate the WebLM client ID in the IP Office Contact Center web-based administration
portal. This information is mandatory in the Cloud and must be left blank in CPE
deployments. The client ID is generated by the Avaya Operations Support System (OSS).

• Configure the Cloud OVA so that IP Office Contact Center can communicate with the OSS
and WebLM server installed at your site.

Configuring centralized WebLM licensing information in IP Office
Contact Center

About this task
You can track and edit WebLM license details in the administration portal and see a list of
deployed IP Office Contact Center licenses.

Procedure
1. Click Settings > License.

2. In WebLM address, enter the first part of the WebLM URL or location that comes before
the port number.

For example, oss.example.com.
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3. In Port Number, enter 52233 for Cloud deployments and 8443 for CPE deployments.

This is the WebLM port number.

4. In URN, enter the last part of the WebLM URL that comes after the port number.

For example, /WebLM/LicenseServer.

After you complete the steps above, the complete WebLM URL appears in WebLM
address. An example of this complete URL is https://oss.example.com:52233/
WebLM/LicenseServer.

5. In Powered by Avaya Cloud deployments, enter the WebLM Client ID generated by OSS.

In CPE deployments, leave the Client ID blank.

6. Click Save.

License requirements
Field Maximum

number of
characters

Minimum
number of
characters

Alphanumeric Numeric
only

Special
characters

WebLM address 255 5 Yes No No
Port Number Not more than

65535
1 No Yes No

URN 25 5 Yes No No
WebLM Client ID 10 5 Yes No No

Displayed licenses
The web administration portal only displays the important licenses that are also displayed on
WebLM. The following table lists the licenses that the web administration portal displays.

License key words Description
VALUE_CIE_CC_USER_VOICE The number of concurrent inbound voice users.
VALUE_CIE_CC_USER_CHAT The number of concurrent chat users.
VALUE_CIE_CC_USER_NONVOICE The number of concurrent email users.
VALUE_CIE_CC_TEXTMODULES The number of enabled text templates for users.
VALUE_CIE_CC_MONTELUSER The number of concurrent users with extended

voice features.
VALUE_CIE_CC_TEAMLEADER The number of concurrent team leaders.
VALUE_CIE_CC_SUPERVISOR The number of concurrent supervisors.

Table continues…

License management

April 2018 Using the Avaya IP Office Contact Center Web Administration Portal 43
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Using the Avaya IP Office Contact Center Web Administration Portal


License key words Description
VALUE_CIE_CC_WALLBRD The number of IP Office Contact Center wallboards.
VALUE_CIE_CC_SERVUSER The number of concurrent service users.
VALUE_CIE_IVR_PORT The number of IVR ports.
VALUE_CIE_IVR_CON The number of IVR systems.
VALUE_CIE_CC_CLIP The number of customer entries that can be added

in the database.
VALUE_CIE_PX_IPO The number of IP Office connections.
FEAT_CIE_CC_BASE250

FEAT_CIE_CC_BASE30

Either FEAT_CIE_CC_BASE250 or
FEAT_CIE_CC_BASE30 is displayed depending on
the number of agent and supervisor licenses
ordered.

FEAT_CIE_CC_UMR Unified Media Routing (UMR) is available.
FEAT_CIE_CC_ICI_CONNECTOR ICI Connector Server is available.

Certificate management
You can generate IP Office Contact Center server certificates and upload them using the
administration portal. You can obtain the server certificate from IP Office or you can use a third-
party certificate. For information about certificates, see the following documents:

• IP Office Contact Center server certificates from IP Office: Avaya IP Office Contact Center
Core Installation Task Based Guide.

• Third-party certificates or Certificate Signing Request (CSR): Avaya IP Office Contact Center
Advanced Installation Task Based Guide.

After you complete the server certificate configuration, you can configure your browser to accept
IP Office Contact Center certificates. Web browser certificate configuration is not required if you
are only using SIP/TAPI server certificates.

Configuring an IP Office certificate on IP Office Contact Center
Procedure

1. In your browser, enter the URL for the platform section of IP Office Web Manager in the
following format: https://ipol:<port number>.

The default port number is 7071.

2. If a security warning displays in your browser, confirm that you want to proceed.

3. Enter the user name and the password for your administrator account.

4. Click Settings and scroll down to the Certificate section.
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5. Select the Create certificate for a different machine check box.

6. In the Machine IP field, enter the IP Office Contact Center server IP address.

7. In the Password and Confirm Password fields, enter the same password.

The password length must be at least 8 characters, with a minimum of one uppercase and
one lowercase letter, and a maximum of four other sequenced characters.

8. Change Subject Name to match the host name of the IP Office Contact Center server.

9. In the Subject Alternative Names(s) field, change the following:

a. The text after DNS to the host name of the IP Office Contact Center server.

b. The value after IP to the IP address of the IP Office Contact Center server.

c. The text after DNS to the SIP domain name.

d. The text after URI:sip to the SIP domain name.

10. Click Regenerate.

Your browser displays a Warning dialog box with a link to download the certificate.

11. Download and save the certificate, and then click OK.

12. Log out and close the browser.

Next steps
Upload the certificate in the IP Office Contact Center web administration portal.

Uploading certificates to the IP Office Contact Center web
administration portal

About this task
The Certificates screen in the administration portal displays information about uploaded web
server certificates and SIP/TAPI certificates. You must upload a SIP/TAPI certificate before you
can see any information for it. You can view the following type of certificate information:

• Valid from
• Valid until
• Certificate subject
• Issuer name
• Serial number
• Thumbprint
• Key Usage if available
• Extended Key Usage if available
• Subject Alternative Name for the certificate
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Before you begin
Configure the certificate.

Procedure
1. Click Settings > Certificates.

2. From Upload Certificate, do the following:

a. Click Select file.

b. Navigate to the certificate file, and click Open.

.p12 and .pfx files are supported.

3. In the Certificate Password field, enter the password you created while generating the IP
Office certificate.

4. From the Install Certificate for drop-down menu, select one of the following options:

• SIP/TAPI Only to configure the certificate on an internal server location only.

• Web Server Only to configure the certificate on a web server only.

• SIP/TAPI and Web Server to configure the certificate on an internal server location and
on a web server.

5. Click Apply.

6. After the certificate is successfully uploaded, in the Result dialog box, click OK to restart
the IP Office Contact Center server.

Result
You can view certificate details at any time. By default, you can view the details of the original
certificate, which is shipped from Avaya. These details are displayed under Web Server
Certificate.

Next steps
Configure your web browser to accept certificates as described in Web browser certificate
configuration on page 46. This browser configuration is not applicable if you selected SIP/TAPI
Only in the steps above.

Web browser certificate configuration
The following procedures describe how to configure the Google Chrome, Microsoft Internet
Explorer, and Mozilla Firefox browsers to accept certificates. Use the procedure for the browser
that you are using.

Important:
All users on the same computer must perform the procedure to configure their browser to
accept IP Office Contact Center certificates.
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Configuring Google Chrome to accept certificates
Procedure

1. In your browser, enter https://xxx.xxx.xxx:28443/Administration, where
xxx.xxx.xxx must be replaced with the host name or IP address of the IP Office Contact
Center server.

2. Do the following to view certificates:

a. At the top of the browser window, click .
b. Click More Tools > Developer Tools > Security.
c. On the Security Overview page, click View certificate.

3. In the Certificate dialog box:

a. Click the Certification Path tab.
b. Click the first node in the tree.
c. Click View Certificate.

4. In the next Certificate dialog box:

a. Click the Details tab.
b. Click Copy to file.

5. In the Wizard that displays:

a. Click Next twice.
b. To choose a folder, click Browse and enter a file name.
c. Save your changes.
d. Click Next > Finish.

6. When prompted to close all dialog boxes, click OK and exit the browser.

7. In Windows Explorer, locate the file that you saved, and then do the following:

a. Right-click the file and click Install certificate.
b. Click Next.
c. Click Place all certificates in the following store.
d. Click Browse > Trusted Root Certification Authorities.
e. Click OK > Next > Finish.
f. In the Warning dialog box, click Yes > OK.

8. (Optional) Delete the file that you created.

Result
You can now browse the application website without certificate warnings using the host name.
If you use the IP address, the system displays a certificate error next to the address bar and might
produce an error at login.
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Configuring Internet Explorer to accept certificates
Procedure

1. In your browser, enter https://xxx.xxx.xxx:28443/Administration, where
xxx.xxx.xxx must be replaced with the host name or IP address of the IP Office Contact
Center server.

2. Do the following to view certificates:

a. In the browser window, click Continue to this website.
b. Next to the address bar, click Certificate error.
c. Click View certificates.

3. In the Certificate dialog box:

a. Click the Certification Path tab.
b. Click the first node in the tree.
c. Click View Certificate.

4. In the next Certificate dialog box:

a. Click the Details tab.
b. Click Copy to file.

5. In the Wizard that displays:

a. Click Next twice.
b. To choose a folder, click Browse and enter a file name.
c. Save your changes.
d. Click Next > Finish.

6. When prompted to close all dialog boxes, click OK and exit the browser.

7. In Windows Explorer, locate the file that you saved, and then do the following:

a. Right-click the file and click Install certificate.
b. Click Next.
c. Click Place all certificates in the following store.
d. Click Browse > Trusted Root Certification Authorities.
e. Click OK > Next > Finish.
f. In the Warning dialog box, click Yes > OK.

8. (Optional) Delete the file that you created.

Result
You can now browse the application website without certificate warnings using the host name.
If you use the IP address, the system displays a certificate error next to the address bar and might
produce an error at login.
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Configuring Firefox to accept certificates
Procedure

1. In your browser, enter https://xxx.xxx.xxx:28443/Administration, where
xxx.xxx.xxx must be replaced with the host name or IP address of the IP Office Contact
Center server.

2. On the Insecure Connection page that is displayed, click Advanced > Add Exception.

3. In the dialog box, click View.

4. In the next dialog box:

a. Click the Details tab.

b. To highlight the top row, in the Certificate Hierarchy area, click the top root node.

c. Click Export.
d. Select a folder and ensure that the file has a .crt extension.

e. Click Save > Close.

f. Click Confirm Security Exception.

5. Select Options from the Tools menu or next to the toolbar.

6. In the left navigation pane, click Advanced.

7. Click Certificates > View Certificates.

8. From the Authorities tab, do the following:

a. Click Import.
b. Select the file that you created and then click Open.

9. In the dialog box, do the following:

a. Select Trust this CA to identify web sites.

b. Click OK, close the dialog boxes, and then exit the browser.

10. (Optional) Delete the file that you created.

Result
You can now browse the application website without certificate warnings using the host name.
If you use the IP address, the system displays a certificate error next to the address bar and might
produce an error at login.

Certificate management
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Chapter 8: Resources

Documentation
The following IP Office Contact Center documents are available on the Avaya Support website at 
http://support.avaya.com.

Note:
Some documents are restricted and might not be available to all users.

Document title Use this document to: Audience
Configuring
Addendum to Avaya IP Office
Contact Center Task Based
Guides

The Task Based Guides (TBGs)
are not being updated in this
release. This addendum is an
add-on to the existing TBGs. The
addendum only includes new
Release 10.1.2 content. It does
not replace the existing TBGs.
Use the addendum in
combination with the following
existing Release 10.1 and
Release 10.1.1 TBGs:

• Avaya IP Office Contact Center
Core Installation Task Based
Guide

• Avaya IP Office Contact Center
Advanced Installation Task
Based Guide

• Avaya IP Office Contact Center
Maintenance Task Based Guide

• Avaya IP Office Contact Center
Telephony User Interface
Configuration Task Based
Guide

• Avaya IP Office Contact Center
Dialer Task Based Guide

• Support personnel

• Implementation engineers

• Administrators

Table continues…
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Document title Use this document to: Audience
• Avaya IP Office Contact Center

Task Flow Editor Telephony
Task Based Guide

• Avaya IP Office Contact Center
IVR Editor Scenarios Task
Based Guide

• Avaya IP Office Contact Center
Email and Chat Services Task
Based Guide

• Avaya IP Office Contact Center
Reporting Task Based Guide

• Configuring Call Recording for
Avaya IP Office Contact Center

Note:

The Release 10.1.1 TBGs
are in English only.

Administering
Using the Avaya IP Office Contact
Center Configuration and User
Interface Configuration Modules

Perform administration tasks with
the Configuration and UI
Configuration modules.

Note:

This document is also
available as a help system
through the product
interface.

Administrators

Administering Avaya IP Office
Contact Center Task Flow Editor

Create and edit task flow editor
scripts. As of Release 10.0, this
document also contains the task
tag information that was
previously in a separate IP Office
Contact Center Task Tags
Reference document. The
separate document has been
discontinued.

Note:

This document is also
available as a help system
through the product
interface.

Administrators

Administering Avaya IP Office
Contact Center IVR Editor

Create and edit IVR editor scripts. Administrators

Table continues…

Documentation
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Document title Use this document to: Audience
Note:

This document is also
available as a help system
through the product
interface.

Using
Using Avaya IP Office Contact
Center for Windows

Use the IP Office Contact Center
User Interface for Windows.

Note:

This document is also
available as a help system
through the product
interface.

Wallboard users.

Using Avaya IP Office Contact
Center Wallboard

Use Wallboard functionality. Wallboard users.

Finding documents on the Avaya Support website
Procedure

1. Navigate to http://support.avaya.com/.

2. At the top of the screen, type your username and password and click Login.

3. Click Support by Product > Documents.

4. In Enter your Product Here, type the product name and then select the product from the
list.

5. In Choose Release, select an appropriate release number.

6. In the Content Type filter, click a document type, or click Select All to see a list of all
available documents.

For example, for user guides, click User Guides in the Content Type filter. The list
displays the documents only from the selected category.

7. Click Enter.

Training
You can access training courses and credentials at http://www.avaya-learning.com. To search for a
course, after logging in to the website, enter the course code or the course title in the Search field
and press Enter or click >.

Resources
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Table 1: IP Office Contact Center courses and certification credentials

Course code Course title
ACDS-3782 Design — Avaya IP Office Contact Center
ACIS-7750 Implementation — Avaya IP Office Contact Center
ACSS-7894 Support — Avaya IP Office Contact Center

Viewing Avaya Mentor videos
Avaya Mentor videos provide technical content on how to install, configure, and troubleshoot
Avaya products.

About this task
Videos are available on the Avaya Support website, listed under the video document type, and on
the Avaya-run channel on YouTube.

Procedure
• To find videos on the Avaya Support website, go to http://support.avaya.com and perform one

of the following actions:

- In Search, type Avaya Mentor Videos to see a list of the available videos.

- In Search, type the product name. On the Search Results page, select Video in the
Content Type column on the left.

• To find the Avaya Mentor videos on YouTube, go to www.youtube.com/AvayaMentor and
perform one of the following actions:

- Enter a key word or key words in the Search Channel to search for a specific product or
topic.

- Scroll down Playlists, and click the name of a topic to see the available list of videos
posted on the website.

Note:

Videos are not available for all products.

Support
Go to the Avaya Support website at http://support.avaya.com for the most up-to-date
documentation, product notices, and knowledge articles. You can also search for release notes,
downloads, and resolutions to issues. Use the online service request system to create a service
request. Chat with live agents to get answers to questions, or request an agent to connect you to a
support team if an issue requires additional expertise.

Viewing Avaya Mentor videos
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Using the Avaya InSite Knowledge Base
The Avaya InSite Knowledge Base is a web-based search engine that provides:

• Up-to-date troubleshooting procedures and technical tips

• Information about service packs

• Access to customer and technical documentation

• Information about training and certification programs

• Links to other pertinent information

If you are an authorized Avaya Partner or a current Avaya customer with a support contract, you
can access the Knowledge Base without extra cost. You must have a login account and a valid
Sold-To number.

Use the Avaya InSite Knowledge Base for any potential solutions to problems.

1. Go to http://www.avaya.com/support.
2. Log on to the Avaya website with a valid Avaya user ID and password.

The system displays the Avaya Support page.
3. Click Support by Product > Product Specific Support.
4. In Enter Product Name, enter the product, and press Enter.

5. Select the product from the list, and select a release.
6. Click the Technical Solutions tab to see articles.
7. Select relevant articles.

Resources
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Appendix A: Configuration Wizard
worksheets

The following worksheets provide configuration information for various screens in the Configuration
Wizard. You can also print these worksheets and use the blank “Your value” cells to fill out the
appropriate values for your deployment.

Welcome tab configuration worksheet
This worksheet summarizes how to configure the main fields in the Welcome tab.

Field Maximum
number of
characters

Minimum
number of
characters

Types of
characters

Your value

Number of Agent 100 0 Numeric only.
Number of
Supervisor

100 0 Numeric only.

Number of Topics 100 1 Numeric only.
Number of
Profiles

25 2 Numeric only.

WebLM Address 20 5 Alphanumeric.
Port Number 65535 1 Numeric only.
WebLM Client ID 10 5 Alphanumeric.
Certificate
Password

31 1 Alphanumeric.

System configuration worksheet
This worksheet summarizes how to configure the main fields in the System Configuration screen.

April 2018 Using the Avaya IP Office Contact Center Web Administration Portal 55
Comments on this document? infodev@avaya.com

mailto:infodev@avaya.com?subject=Using the Avaya IP Office Contact Center Web Administration Portal


Field Maximum
number of
characters

Minimum
number of
characters

Types of
characters

Your value

IP Office Contact
Center Host Name

127 5 Alphanumeric
with hyphens.

Topic Code Prefix 8 1 Numeric only.
Start Topic Code 8 1 Numeric only.
IP Office IP
Address

— — Numeric with
dots.

IPv4
validation is
done.

IP Office Service
Port

65535 1 Alphanumeric.

IP Office System
Password

31 1 Alphanumeric
and special
characters.

IP Office Service
User Name

20 5 Alphanumeric.

IP Office Service
Password

31 1 Alphanumeric
and special
characters.

Local IP Address — — Numeric with
dots.

IPv4
validation is
done.

Local Signaling
Port

65535 1 Numeric only.

DNS Server IP
Address

— — Numeric with
dots.

IPv4
validation is
done.

IP Office
Signaling Port

65535 1 Numeric only.

SIP Extension 9 1 Numeric only.
SIP Password 6 6 Numeric only.
SIP Domain 25 5 Alphanumeric.

IPv4 or valid
domain
names are
allowed.

Configuration Wizard worksheets
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Email and chat configuration worksheet
This worksheet summarizes how to configure the main fields in the Email Configuration and Chat
Configuration screens.

Field Maximum
number of
characters

Minimum
number of
characters

Types of
characters

Your value

Email Domain 57 5 Alphanumeric
with hyphens.

Valid domain is
allowed.

Relay Host For
Outgoing Email

59 1 Alphanumeric.

IP addresses
and host names
are allowed.

Relay Host User
Name

59 0 Alphanumeric.

Use the local
part of the email
address.

Relay Host
Password

59 0 Alphanumeric
and special
characters.

TLS Server Host 59 0 Alphanumeric.

IP addresses
and host names
are allowed.

SMTP Greeting
Identification

59 0 Alphanumeric.

Resend Delay In
Case Of Errors
(sec)

8 1 Numeric only.

Email Server 59 1 Alphanumeric.
Polling Interval — — Numeric only.
Chat Server
Name

21 1 Alphanumeric.

XMPP Host Name 29 1 Alphanumeric.
XMPP Domain 254 1 Alphanumeric.

IPv4 and domain
names are
allowed.

Email and chat configuration worksheet
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Topic, group, profile, and user configuration worksheet
This worksheet summarizes how to configure the main fields in the Users tab screens.

Field Maximum
number of
characters

Minimum
number of
characters

Types of
characters

Your value

Topic Name 29 1 Alphanumeric.
Group Name 20 1 Alphanumeric.
Profile Name 29 1 Alphanumeric.
Mailbox 59 1 Alphanumeric.

The email
address is
verified.

User name 79 1 Alphanumeric
and special
characters.

Password 59 1 Alphanumeric
and special
characters.

Chat Address 255 1 Alphanumeric.
Number of Users 4 1 Numeric only.
Start Extension
Number

9 1 Numeric only.

Name 15 1 Alphanumeric
and special
characters
except (), [], {}, /,
@, ", ?, %, and !

Extension 9 1 Numeric only.
Reply To Address 59 0 Alphanumeric.

The email
address is
verified.

From Address 59 0 Alphanumeric.

The email
address is
verified.

Configuration Wizard worksheets
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Time off configuration worksheet
This worksheet summarizes how to configure the main field in the Time Off screen.

Field Maximum
number of
characters

Minimum
number of
characters

Types of
characters

Your value

Name 20 1 Alphanumeric.

Time off configuration worksheet
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Glossary

Automatic Call
Distribution

A programmable feature at the contact center. Automatic Call Distribution
(ACD) handles and routes voice communications to queues and available
agents. ACD also provides management information that can be used to
determine the operational efficiency of the contact center.

Customer Premise
Environment

A standard non-Cloud, on-premise deployment where the customer is
responsible for deploying and maintaining all equipment and components.
Also known as CPE.

Task flow A process that explains how each telephony, voice, email, or chat task
type is processed within IP Office Contact Center. For every task type, a
task flow set can be defined.

Web License
Manager

A product that provides support for installing licenses, configuring
centralized licenses, or deleting license files. Also known as WebLM.
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